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Ransomware attacks can be the most crippling 
and expensive cyber threats that any organization 
faces. That’s why a proactive, aggressive  
information protection strategy is needed to  
address and prevent ransomware attacks.

This eBook highlights the forward-looking  
robustness of the HITRUST i1 Implemented, 
1-Year Validated Assessment + Certification and 
how it helps control ransomware.  

The i1 uses a forward-looking, offensive-minded, 
threat-adaptive approach with strong information 
security controls designed to anticipate, detect, and 
address ransomware threats – before they occur.

At-A-Glance 

PREVIEW

In 2021, the average cost to rectify the 
impacts of a ransomware attack was

1.85 MILLION
The State of Ransomware 2021, Sophos Survey White Paper, Page 12
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ransomware threats
Now more than ever, conversations about cybersecurity threats always 
seem to begin or end on ransomware. A search for “Top Cybersecurity 
Threats of 2022” yields a multitude of ransomware-inclusive lists. 

Given the ever-present geyser of high-profile ransomware attacks, there 
seems to be no end in sight to this disturbing and increasing cyber threat. 
It’s the kind of pervasive, opportunistic menace that will haunt IT security 
and risk management professionals for years to come. And, given that 
recovering from a ransomware attack costs organizations $1.85 million  
on average, an ounce of prevention is worth a pound of cure (maybe 
even a ton).

Approximately, 37%
of global organizations said 
they were the victim of some 
form of ransomware attack in 
2021.

2021 Ransomware Study, IDC
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https://www.straightedgetech.com/5-top-cybersecurity-threats-and-their-solutions-for-2020/#chapter9
https://assets.sophos.com/X24WTUEQ/at/k4qjqs73jk9256hffhqsmf/sophos-state-of-ransomware-2021-wp.pdf?cmp=120469
https://assets.sophos.com/X24WTUEQ/at/k4qjqs73jk9256hffhqsmf/sophos-state-of-ransomware-2021-wp.pdf?cmp=120469
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What pre-emptive approaches can an organization 
take to defend against falling victim to a  
ransomware attack? And, how do IT and risk management 
teams put proactive practices into place to get ahead of implementing 
tomorrow’s necessary ransomware preventions, detections, and  
mitigations before they find themselves facing a dreaded lock screen? 

The new HITRUST, Implemented, 1-year (i1) Validated Assessment 
+ Certification was built with these questions in mind. The i1 has a 
threat-adaptive design that helps ensure the right mix of controls to 
prevent, detect, and respond to active cybersecurity threats happening in 
the wild today – including ransomware. Instead of the worn-out  
exercise of having an assessor examine the same tired controls  
year-in, year-out (“Please describe your new hire access setup process 
again…”), the information security controls in the i1 are carefully curated 
by HITRUST through identification, evaluation, and consideration of 
meaningful threat intelligence. While the mechanics of how HITRUST 
ensures the continual relevance of the i1 control set aren’t the focus 
of this document, for an in-depth description of our detailed process,  
check out this webinar.

HOW MUCH DEFENSE DOES THE HITRUST i1 ASSESSMENT 
DELIVER AGAINST RANSOMWARE? Some Analysis Required!
HITRUST performed an in-depth evaluation as described below to  
determine the coverage HITRUST i1 Assessment controls deliver to 
strengthen information security practices that organizations need to 
put in place to prevent, detect, and respond to ransomware. 
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of respondents  
believe ransomware 
is a significant 
threat to their  
organizations.

2022 Ransomware Survey Results,  

ransomware.org

84%

https://www.imperva.com/learn/wp-content/uploads/sites/13/2019/01/ransomware-example.jpg.webp
https://hitrustalliance.net/content/uploads/HITRUST-Implemented-1-Year-i1-Assessments.pdf
https://hitrustalliance.net/content/uploads/HITRUST-Implemented-1-Year-i1-Assessments.pdf
https://vimeo.com/674468960


ANALYSIS STEP

01
Identifying Key Ransomware Controls

Step #1. In our innovative threat-adaptive approach to  
identify and address emerging cyber threats such as  
ransomware, the first step was identifying “key”  
ransomware practices. What are the must-do practices 
organizations should have in place for preventing and 
responding to ransomware?  

Unfortunately, there’s no one right answer. Instead, the 
threat of ransomware can only be reasonably mitigated 
through a depth of combined and well-designed, effectively 
operating detection, correction, and prevention IT controls.

In other words, it is important to implement and operate 
an overall information protection program that achieves: 
Good Cybersecurity Hygiene!

While Table 1 below contains only a small subset of the  
numerous ransomware content available online today, it 
lists a strong sampling of ransomware resources released 
by well-known and well-respected entities. Each list is a  
recipe for cooking up good cybersecurity hygiene. These 10 
sources served as the input for our analysis of the ransomware 
protection embedded in the HITRUST i1 Assessment.
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RANSOMWARE RESOURCES USED TO EVALUATE i1 CONTROLS
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Resource No. Source Resource

1 Department of Justice (DoJ) Ransomware: What it is and what to do about it

2 NIST’s Computer Security Resouce Center Preparing your organization for ransomware attacks

3
Health Sector Cybersecurity Coordination Center (HC3)  
(created by US HHS)

Prepare, React, and Recover from Ransomware

4 United States Secret Service Cybercrime Investigations Preparing for a Cyber Incident: A Guide to Ransomware

5 Center for Internet Security Ransomware: Facts, Threats, and Countermeasures

6 Federal Trade Commission (US) Cybersecurity for Small Business: Ransomware

7 FBI (US) Ransomware Prevention and Response for CISOs

8 Carnegie Endowment for International Peace Ransomware: Prevention and Protection

9 NY Department of Financial Services (NYDFS) Ransomware Guidance

10 Multi-state Information Sharing & Analysis Center (MS-ISAC) MS-ISAC Security Primer: Ransomware

https://www.justice.gov/criminal-ccips/file/872766/download
https://csrc.nist.gov/CSRC/media/Projects/ransomware-protection-and-response/documents/NIST_Tips_for_Preparing_for_Ransomware_Attacks.pdf
https://405d-website-8459en001cm127.s3.amazonaws.com/Documents/405d-PrepareReactRecover-Ransomware.pdf
https://www.secretservice.gov/sites/default/files/reports/2021-11/Preparing%20for%20a%20Cyber%20Incident%20-%20A%20Guide%20to%20Ransomware%20v%201.1.pdf
https://www.cisecurity.org/insights/blog/ransomware-facts-threats-and-countermeasures
https://www.ftc.gov/system/files/attachments/ransomware/cybersecurity_sb_ransomware.pdf
https://www.fbi.gov/file-repository/ransomware-prevention-and-response-for-cisos.pdf/view
https://carnegieendowment.org/specialprojects/fincyber/guides/ransomware
https://www.dfs.ny.gov/industry_guidance/industry_letters/il20210630_ransomware_guidance
https://www.cisecurity.org/wp-content/uploads/2019/09/MS-ISAC-Secuity-Primer-Ransomware-TLP-WHITE.pdf


ANALYSIS STEP

02
Normalization and harmonization

Step #2. Through control normalization and harmonization, HITRUST identified the 
unique and repeated controls recommended across these sources. For example, the 
variations of the recommendation for testing the integrity of data backups shown in Table 
2 below, were normalized for the purposes of this analysis to, “Test the restoration process 
to ensure it works (i.e. test your backups, verify the integrity of those backups).”  

To ensure business continuity in case of a ransomware attack, it is vital to successfully 
restore affected data and operating systems, so addressing back-up plans and processes 
is an important part of preparedness.

Resource No. Wording of the Backup Recommendation

1 Have we tested our ability to revert to backups during an incident?

2 Regularly test the data backup and restoration strategy

3 (Not specifically recommended by this resource)

4 Regularly test the data backup and restoration strategy

5 Routinely test backups for data integrity and to ensure it is operational

6 (Not specifically recommended by this resource)

7 Verify the integrity of those backups and test the restoration process to ensure it is working

8 (Not specifically recommended by this resource)

9
It is important to periodically test backups by actually restoring critical systems from 
backups—this is the only way to be sure the backups will actually work when needed

10 Routinely test backups for data integrity and to ensure you can recover from them

TA
BL

E 
2

VARIATIONS OF THE RECOMMENDATION FOR TESTING THE INTEGRITY OF DATA BACKUPS
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On average, organizations  
that paid the ransom got 
back just

65%
of their 
encrypted 
files...

and only 8%
got all their 
data back.

The State of Ransomware 2021, Sophos Survey 

White Paper, Page 9



The results of this consensus analysis are shown in Table 3 below. The higher the number of sources recommending a control, the greater 
level of consensus for that control. As you can see, there are varying opinions from different authoritative sources. A large part of the  
HITRUST process for evaluating, harmonizing, and consolidating these various recommendations focuses on ensuring that the i1 Assessment 
control set is as effective as possible against ransomware.

Ransomware-Relevant Control Recommended in: Unique Controls Recommended

4 or more sources 24

5 or more sources 16

6 or more sources 9

7 or more sources 7

8 or more sources 2

9 or more sources 1

All 10 sources 1TA
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CONSENSUS OF RANSOMWARE-RELEVANT CONTROL RECOMMENDATION
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The sharp difference in the amount of unique ransomware controls recommended from only one source to those from two or more 
sources is not surprising. Just like the old joke: if you ask 10 people to define good cybersecurity hygiene, you’ll get 11 different answers. 

Not to say that any particular ransomware recommendation made by these esteemed institutions is wrong or shouldn’t be considered, 
the point here is simply to highlight the variance of ransomware recommendations across even such recognized authoritative sources 
and the value in identifying commonalities across these sources.

Table 4 on page 8 shows a breakdown of the controls by area, including a few examples of the recommended controls in each area. A  
subset of these examples is included in the HITRUST i1 Assessment. The variation of recommendations across so many control areas is 
another indicator of just how nuanced and varied today’s ransomware guidance really is. 
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of patient care  
organizations have 
now been victims of 
ransomware 
with  

having already 
been hit at 
least twice.

67%

33%
Ponemon Institute Report,  
https://www.hcinnovationgroup.com/cybersecurity/data-breaches/news



Control Area
Recommended 

Controls
Examples of Recommended Ransomware-relevant Controls 
(Note: Paraphrased/edited from resource’s exact recommended language, for ease in harmonization)

Network Controls 13
• Use a proxy server for Internet access
• Use security products or services that block access to known malicious sites and IP addresses 

              (e.g. ransomware sites on the internet)

Backup and Restoration 9
• Back up data regularly
• Encrypt your backups

Patch and Vulnerability 
Management

9
• Use a centralized patch management system
• Enable automatic updates for OSs, applications, and firmware where possible

Incident and Response 
Planning

8
• Develop and implement an incident response plan
• Distribute the incident response plan to those who need to know it

User Training and 
Awareness

8
• Train users on how to report suspicious activity (e.g. phishing) or incidents
• Implement a security user awareness training program

Email Protections 7
• Authenticate inbound emails using SPF, DMARC, and/or DKIM
• Filter inbound emailed executable files from reaching end users

Access Management 6
• Audit user access regularly 
• Require MFA on privileged accounts

Anti-virus and  
Anti-malware

6
• Run regular AV scans
• Configure anti-virus and anti-malware solutions to automatically update

Authentication Controls 6
• Change default passwords
• Use strong passwords 

Risk Awareness and 
Analysis

6
• Conduct a security risk analysis
• Have cyber insurance that covers ransomware attacks

Endpoint Protections 5
• Implement software restriction policies (SRP) to prevent the execution of programs in common ransomware 

              locations, such as temporary folders
• Use ad-blocking software

Logging and Monitoring 5
• Enable heightened monitoring for SMB activity throughout the network
• Retain logs from both network devices and local hosts

Remote Access 
Management

3
• Require multi-factor authentication (MFA) on remote access services (e.g. RDP) 
• Consider disabling remote access ports, protocols, and services (e.g. RDP) if they are  not being used

Business Continuity 
Planning

2
• Develop a formal business continuity plan
• Test your business continuity plan

Scripting Protections 2
• Disable macro scripts from office files transmitted via email
• Restrict usage of PowerShell (e.g. to signed scripts and trusted scripts used for administration)

Vendor Risk 
Management

1
Vet and monitor third parties that have remote access to the organization’s network and/or your connections 
to third parties, to ensure they are diligent with cybersecurity best practices.
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RECOMMENDED RANSOMWARE-RELEVANT CONTROLS RECOMMENDED ACROSS THE 10 SOURCES (BY CONTROL AREA, WITH EXAMPLES)
TA

BL
E 

4



ANALYSIS STEP

03
mapping to the HITRUST i1 control requirements

Step #3. The 96 unique ransomware-relevant control recommendations found across 
these 10 sources underscores the need for organizations to align their control environments 
to a robust, comprehensive information protection framework like the HITRUST CSF. The 
recommended ransomware controls were mapped to requirements included in the 
HITRUST i1 assessment as of CSF v9.6. 

For example, the recommendation for testing the integrity of backups discussed above, 
mapped to HITRUST CSF requirement 1616.09l1Organizational.16, which reads, “Backup 
copies of information and software are made, and tests of the media and restoration  
procedures are regularly performed at appropriate intervals” and which contains an 
evaluative element stating, “Restoration procedures are tested regularly at appropriate 
intervals in accordance with an agreed-upon back-up policy.” 

Also of note: While every one of the top control recommendations for ransomware were 
already covered in the HITRUST i1, HITRUST is proactively updating i1 requirements to 
include even more targeted requirements to better map to the top two recommended 
controls listed in Table 4.

Once a company 
shows a willingness 
to pay, they become 
targets for more 

attacks.  
Website Home Page, ransomware.org
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Table 5 on the next page depicts results of the HITRUST i1-to-ransomware  
recommendation coverage analysis as of v9.6 of the HITRUST CSF. The relatively low 
coverage (67%) of the 96 unique controls recommended by only 1 or more sources 
is easily explained by two factors working in tandem: (1) The threat of ransomware is 
best addressed by good cybersecurity hygiene, and (2) good cybersecurity hygiene is  
subjective and therefore inconsistently defined.  

The HITRUST i1 Assessment control coverage percentage climbs dramatically as the 
number of sources making the same recommendation increases. The i1 shows full 
100% coverage when 5+ sources recommend a control, which provides excellent  
ransomware protection. 

This is a clear indicator that the control requirements included in HITRUST i1 Assessment 
include the most widely recommended (highest consensus) controls to prevent, detect, 
and respond to ransomware. In addition, the preset controls HITRUST built into the i1 
are carefully curated and selected to provide the good cybersecurity hygiene foundation 
prescribed as a core component of a strong information risk management program.

Analysis Result: How much defense DOES the  
HITRUST i1 Assessment  
provide against ransomware?
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The ransomware controls recommended by at least half of the sources are shown below in Table 5:

Recommended Control (Note: Paraphrased / edited from  
resource’s exact recommended language, for ease in  
harmonization)

5+ Sources 6+ Sources 7+ Sources 8+ Sources 9+ Sources All 10 Sources

Keep systems up to date by always installing the latest patches 
and updates

Yes Yes Yes Yes Yes Yes

Train users on how to avoid phishing and ransomware (avoiding 
opening files, clicking on links, etc. from unknown sources  
without first checking them for suspicious content)

Yes Yes Yes Yes No No

Apply the principles of least privilege when provisioning access Yes Yes Yes No No No

Ensure backups are not connected permanently to the  
computers and networks they are backing up (i.e. create offline 
backups, keep backups isolated)

Yes Yes Yes No No No

Back up data regularly Yes Yes Yes No No No

Test the restoration process to ensure it is working (i.e. test your 
backups, verify the integrity of those backups)

Yes Yes Yes No No No

Develop and implement a cybersecurity incident recovery plan Yes Yes Yes No No No

Implement logical separation of networks Yes Yes No No No No

Categorize and separate data based on organizational value Yes Yes No No No No

Manage and greatly limit the use of privileged accounts Yes No No No No No

Scan and filter all incoming and outgoing emails to detect 
threats (e.g. emails with known malicious indicators such as 
known malicious subject lines)

Yes No No No No No

Implement spam filters Yes No No No No No

Configure operating systems or use third-party software to allow 
only authorized / whitelisted applications to run on computers

Yes No No No No No

Use security products or services to block access to known 
malicious sites and IP addresses (e.g. ransomware sites on the 
internet)

Yes No No No No No

Disable remote access ports, protocols and services (e.g. RDP) 
if not being used

Yes No No No No No

Implement a cybersecurity user awareness and training program Yes No No No No No
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THE 16 MOST-RECOMMENDED RANSOMWARE CONTROLS ACROSS THE 10 RESOURCES EVALUATED
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Summary
The innovative threat-adaptive design in the HITRUST i1 
Assessment helps ensure that the most commonly  
recommended IT controls are included to prevent, detect, 
and respond to the threat of ransomware. And, since  
HITRUST is committed to evaluating and updating the i1 
on a quarterly basis, it is designed to remain current with 
emerging cyber threats. 

Ransomware is just one example of the numerous evolving 
cybersecurity threats that organizations face today. In 
addition to ransomware – the HITRUST i1 Assessment is 
equally resilient to the many other cybersecurity threats 
in the wild today.

For More Information about the HITRUST CSF framework 
or the HITRUST i1 Assessment: you are invited to contact 
a HITRUST Product Specialist by  
Calling: 855-448-7878  
or Emailing: sales@hitrustalliance.net

HITRUST CSF  
Framework
The HITRUST CSF is an industry-leading information 
risk management and compliance framework  
organizations can rely on to provide reliable, 
high-quality information protection assurance results – 
such as the i1 Assessment – with transparency,  
integrity, and consistency. 

It is important to note that unlike many other  
frameworks, the CSF is monitored and regularly updated 
by HITRUST, so you can confident it remains active 
and up-to-date to meet the latest cyber threats, such 
as ransomware.

To get starting using the i1 and ensuring that you have 
threat-adaptive control coverage, eligible organizations 
are invited to download the HITRUST CSF Free of 
Charge!
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